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Fundamental questions...

« What is Situation Awareness (SA)?
* Are there any factors affecting SA formation and operator’s performance?

« How do failures and limitations in the ICT infrastructure affect operator’s
decision making?

* Does the operator remain an integral part of the system?
» What role does the human operator have in a electric power control centre?

* How does this role change depending on the power system conditions?
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Situation Awareness

What is Situation Awareness (SA)?
“The perception of the elements in the environment within a volume of time and space,

the comprehension of their meaning and the projection of their status in the near

future”.
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*perceive the status
and real time
measurements of key
elements across the
power network

Situation Awareness

Comprehension

eput together all the
data and form an
accurate picture of
the power system
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euse the available
information to
determine the future
power system state
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*Decision-making
*Actions
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Factors affecting SA formation

Environmental Factors
Time pressure
Data/alarm overload

: : : Increased complexit .
Communication with P y Real time measurements

others Missing information
Same control center Ambiguous data

Different control center Conflicting data

Software applications — individual factors
Display of computational |n_d|V|d_U8| S
results Situation

State Estimator Awareness
Alarm generation

Perceptual abilities
Training
Experience
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Initiating event:

1) Electrical failure
ii) Failure in ICT infrastructure

Cascading phase:

1) Fast blackout development
1) Operators unable to react

Iii) Implementation of automatic
actions/SPS
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Pre-cascadin hase:

1) Slow progression
i) Operators reaction

Cascade triggering event:
Set in motion cascading outages
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Pre-cascading phase

Informationally secure state:

YES

Y

INITIAL FAILURE

v

AUTOMATIC ACTIONS

ARE THESE

Environmental
and Individual
factors

ACTIONS
EFFECTIVE? NO
Y
OPERATOR’S
PERCEPTION AND

DECISION MAKING

YES

PREVENT CASCADING
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EFFECTIVE
OPERATOR’S
REACTION?

PRE-CASCADING STATE

No actions
Incorrect actions
iii) Delayed Actions
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Pre-cascading phase

Informationally insecure state:

INITIAL FAILURE

ACTUAL =
PRESENTED?
YES
YES
ALTERNATIVES?
YES
OPERATOR’S

PERCEPTION AND
DECISION MAKING
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NO

ARE THE
OPERATORS

AWARE?
NO

NO

ACTUAL # PRESENTED

DETERMINE THE
IMPACT ON
OPERATORS SA
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IMPACT OF ICT
FAILURE ON
ACTIONS
MPLEMENTATION?

YES NO

DETERMINE THE
IMPACT ON ACTIONS
IMPLEMENTATION

EFFECTIVE
OPERATOR’S
REACTION?

YES NO

PREVENT
CASCADING

PRE-CASCADING
STATE
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Informationally insecure state: e e e e
' Actions :
INITIAL FAILURE L - . - : ]
: 1y !
ACTUAL = i IMPACT OF ICT :
: PRESENTED? NO SiElle . :Il FAILURE ON :
j YES Presentation |l= ACTIONS |
| . ?
: ARE I :I| MPLEMENTATION :
I OPERATORS - : YES 75 "
I AWARE? 1} I
I 1y I
I 1y 1
I 1 DETERMINE THE I
I 11y | IMPACT ON ACTIONS I
: ALTERNATIVES? : : : IMPLEMENTATION :
! 1 i
: \ 4 1.
i ACTUAL # PRESENTED |11 EFFECTIVE
1 v :l OPERATOR'S
?
1| operaTor's DETERMINETHE | I. YES Lol NO
1| PERCEPTION AND IMPACT ON :I
I| DECISION MAKING OPERATORS SA 1
I ! PREVENT PRE-CASCADING

|
6/20/2011 L e e e e e e - = 3



MANCHESTER
1824

y

=X
54
Et [ ]
cc
S5 Cascading phase
=5
r | L] | L] | L] | L] | L] | L] | L] | L] | L] | L] | L] | L] | —_——
I ARMING CONDITION |
: v !
| | I
| AUTOMATICALLY MANUALLY ARMED
I ALWAYS ARMED ARMED |
l : '
* Correctly and timely armed No arming I
| * Delayed arming
| * Unnecessary arming ¢’ |
I * Arming of wrong SPS EXIT |
|
L | | L | | L | | L | | L | L | | L | | L | | L | | L | | L | | L | | L | | J
I ACTIVATION CONDITION |
| A I
: « Effective activation Fail to be activated || (Mai Neauses. \
l| - Take action when not needed when required | ; _ _
| * Delayed activation v I i) Human Errors: operating, design,
I o maintenance
|
l.________i________.l_ oo == 1)  ICT failures: software, hardware,
IMPLEMENTATION I k communications )
I . Effective
Il ° No actions implementation |
I_ . Delayéd” | 9
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Conclusions

 The role of the operator is very important in the pre-cascading phase
===) g better understanding of the mechanisms of this phase
e====) model the factors that can compromise operators situation awareness and

performance

* Develop tools for enhancing operators situation awareness
===) allow operators to react in an effective and timely manner to an electrical

disturbance

 Define a “degree of alertness required” for a given situation:
- Maximum time allowed to perform a certain action
- Minimum amount of actions to save the system
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Thank you for your
attention!
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